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01 ¢ TOM TAT PIEU HANH

Convergence trong FortioS 8.0 nén hiéu thé nao?

Fortinet khéng cé mot chwong riéng mang tén “Convergence” trong New Features Guide. Khai niém nay dwgc hinh
thanh khi dat canh nhau bén nhém cai tién: giao dién quan tri FortiSwitch, LAN Edge cho switch va wireless, Secure
SD-WAN, cung vai tro FortiGate lam di€ém thuc thi chinh séch.

CACH NOI FortiOS 8.0 ti€p tuc lam sau hon nén tang Secure Networking hop nhat: mét hé diéu hanh va mot
DPUNG diém quan tri cho bao mat, LAN, WLAN va WAN trong cac mé hinh pha hop.

Gia tri danh cho doanh nghiép

FortiOS 8.0 ho tro’ Két qua ky vong
Giam phan manh van Quan tri FortiGate, FortiSwitch va FortiAP tlr o ~ o . Az
s . Gidm sb giao dién va thao tac phan tan
hanh FortiOS

PoE, NAC, 802.1X, trusted host va switching

A Gén chinh séch truy cap véi céng va thiét bi
nang cao

Kiém soat access layer

Steering theo bang thong, SLA va céc co ché

Toi wu WAN
overlay

St dung da dudng truyén chi dong hon

Tang s0 switch dwgc quan ly trén mot s6

model Phu hop deployment c6 quy mé I&n hon

Mé& rong ha tang

P6i twong doc

e Lanh dao can danh gia gié tri hop nhéat va pham vi dau tuw.
e DI IT/ATTT can nadm diém mai, diéu kién ky thuat va gidi han.
e Don vitw van can cé co s& chon model, thi€t ké pilot va déi chiéu license.
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02 e KIEN TRUC HOP NHAT

Bon I&p chirc nang

FortiGate FortiSwitch FortiAP Secure SD-WAN

Security gateway Access LAN Wireless LAN WAN/overlay
Policy, routing, visibility FortiLink, VLAN, PoE, NAC  SSID, radio, CAPWAP, MLO ?E/é S lodiRlicauon
I, . I - T R Nang luc tich hop trong
Diém diéu phdi Thiét bi dwoc quén ly Thiét bi dwoc quén ly ;
FortiOS
Luéng traffic thuc té

Nguoi dung két n6i qua FortiAP hoac FortiSwitch. FortiGate nhan ngir canh tir 16p access, thuc thi security/routing va
chon duwong WAN theo policy cung trang thai SLA. FortiSwitch va FortiAP khong thay FortiGate thyc thi toan bo chirc
nang bao mat; chiing dwa kha nang quan sat va diéu khién tGi sat thiét bi dau cudi.

Pay la tai liéu gidi thiéu k¥ thuat. Thiét k& cudi cung van phai xac nhan model,

PHAM VI i ) X ~ el
: FortiOS/FortiAP/FortiSwitch firmware, license, topology, s6 lwvong thiét bi va yéu cau hiéu nang.

Nhirng gi khong nén quang ba la m&i

e  FortiGate quan ly FortiSwitch va FortiAP da c6 trwéc FortiOS 8.0.
e Secure SD-WAN va Performance SLA khong phai lan dau xuat hién & 8.0.
e MLO da c6 ho tro CLI tir FortiOS 7.6.5; diém méi dwoc guide nhdn manh & 8.0 la GUI support.
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03 @ FORTIGATE QUAN TRI FORTISWITCH

Giao dién quan tri LAN Edge r6 rang hon

FortiOS 8.0 cai thién WiFi & Switch Controller > Managed FortiSwitches. Tooltip hién thi s6 switch dang quan Iy so v&i
giGi han cta FortiGate; quan tri vién cé thé déi switch group béng menu chudt phai.

HA: Primary @ interim build0120 « @ admin -

A Installed firmware is not signed by Fortinet

Group

Topology

Connection Model ©

@ Offline o @ FortiSwitch TI024€ @

Unauthorized (<] ) FortiSwitch 5480 @

8 8 @ FortiSwitch 448E-.. @

Total Toal
@ FortiSwitch 424E-... @)
er , P S
| WiFi & Switch
Controller 8/32 Managed FortiSwitches
Create new | al | @Q Search ey Managdd @

Name % Switch Group % Status & Model 3 Firmware Version 3 Connecting From % Join Time %

[E Fortitink: Be fortilink @

O X ST1E24TF21000005 © Offline FortiSwitch T1024E

0 ST1E24TF23000077 © Offline FortiSwitch T1024E

Managed
FortiSwitches

U can now change the group that the managed switch belongs by right-clicking on the switch in the WiFi &
witch Controller page > Managed FortiSwitches page.

Hinh 1. Managed FortiSwitches: trang thai, nhém thiét bi va sé lwong switch duoc quan ly.

Topology view dwgc lam dong nhat hon véi List view: cac Iénh quan tri chinh xuét hién ngay trén so do va loai két ndi
FortiLink dwoc hién thi. Gia tri thwc té 1a gidm chuyén d6i giao dién khi kiém tra topology ho&c thao tac véi switch.

A Installed firmware is not signed by Fortil

List Group Topology

‘ t+Create New | 3 SwitchActions~ = & Refresh |~ % Reorder Search

FortiLink Stack: fortilink

X ST1E2¢ & Edit

| WiFi & Switch Delete
Controller : Hoconned
) =2 Device L
& Authorization »
WiFiCl
W % ST1E2¢ 4 Add to New Group
WiFi Maps @ Di i d Tool
Noconned iagnostics and Tools
‘Q LED Blink »
FortiAP Profiles
>_ EditinCLI

[ Show Ports
FortiLink Interface

Managed
FortiSwitches

FortiLink Interfac £, FG101FTK20003282

Managed 2 3o fortilink o}

FortiSwitches
Fol C!

3¢ fortilink1 L2

Hinh 2. Topology view hién thj loai FortiLink va cac thao tac quan tri switch.
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04 ¢ QUY MO VA DIEU KHIEN ACCESS LAYER

Tang so FortiSwitch dugc quan ly

FortiOS 8.0 tédng gi¢i han managed FortiSwitch trén mot s6 model. Day la thay d6i dinh lwgng ré nhéat khi danh gia
kha nang mé rong cla kién tric hop nhat.

Nhom thiét bi FortiGate/FortiFirewall FortiOS 8.0
8

Cac model FGIFWF 50G dwoc guide liét ké

16
FG-200G | FG-201G 64 96
FG-2600F / FG-2601F 196 300

rease number or supported switches

The number of supported FortiSwitch devices has increased for some FortiGate, FortiWiFi, and FortiFirewall
nodels. This change enhances scalability for larger deployments.

FortiGate, FortiWiFi, or FortiFirewall model Number of supported FortiSwitch units

FG-50G, FG-50GP, FG-51G, FG-51GP, FG-50G-5G, 16 (from 8)
FG-51G-5G, FG-50G-DSL, FG-50G-SFP, FWF-50G,
FWF-51G, FWF-50G-SFP, FWF-50G-5G, FWF-51G-5G,

FWF-50G-DSL
FG-200G, FG-201G 96 (from 64)
FG-2600F, FFW-2600F, FG-2601F 300 (from 196)

Hinh 3. Bang gidi han switch trong FortiOS 8.0 New Features Guide.
Piéu khién sau hon theo cong

e  PoE: dat mirc cong suat t6i da 30 W, 60 W hodc class-based; class-based la mac dinh.

e EEE qua LLDP: quang béa va diéu khién Energy Efficient Ethernet trén managed FortiSwitch.

e  Trusted host: gi¢i han dia chi IPv4/IPv6 dwoc phép truy cap tai khoan quan tri switch.

e Advanced Switching Features: mé& thém LLDP, QoS, VLAN policy, PTP va cac cdng cu nang cao trong GUI.

Core Features Security Features Additional Features
{() Advanced Routing [+ } [ Advanced DLP Features G 53} } H (® Advanced Switching Features x| ]|
f . N T N (P =3 N (== g =
i
Click Apply.

Hinh 4. Bat Advanced Switching Features trong System > Feature Visibility.
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05 e NAC VA 802.1X

Két hop ki€ém soat truy cap trén cing mét switch port

FortiOS 8.0 dwa ludng cau hinh FortiSwitch NAC két hgp 802.1X Ién GUI. Truéc doé guide ghi nhan use case nay
duoc thwe hién qua CLI. Khi endpoint xac thire, RADIUS tra vé nhom nguoi dung; FortiGate d6i chi€u nhém va NAC
policy dé ap dung quyén phu hop.

Use case NAC két hop 802.1X yéu cau 802.1X MAC-based authentication. Port-based
authentication khéng dugc hé tro. RADIUS phai tra vé Fortinet-Group-Name va FortiGate phai co
user group twong &ng.

To use NAC with 802.1 authentication, you must specify 802.1X MAC-based authentication. 802.1X port-based
authentication is not supported.

The following are the prerequisites for this feature:

* The RADIUS server must return the Fortinet-Group-Name RADIUS attribute with the user group information.

* The FortiGate device must have a user group matching the Fortinet-Group-Name RADIUS attribute, and the
RADIUS server can be added as a member to the user group.

Hinh 5. Bigu kién NAC + 802.1X trong tai liéu Fortinet; ndi dung chinh da duoc dién gidi bdng tiéng Viét & trén.
Y nghia van hanh

e CoOng switch tré thanh diém thuwc thi chinh sach truy cap thay vi chi van chuyén Layer 2.
Quyeén truy cap co thé thay déi theo danh tinh/nhém thay vi gan cirng vai vi tri vat ly.
Can kiém thir k¥ MAB, RADIUS attribute, guest/BYOD va tinh hudng RADIUS gian doan.
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06 e FORTIGATE + FORTIAP

Quan ly FortiAP qua IPv6

FortiOS 8.0 cho phép FortiGate truc ti€p quan ly FortiAP qua IPv6 cho discovery, CAPWAP data channel, nang cap
firmware, tunnel-mode SSID va bridge-mode SSID. Trén nén tang NP7/NP7lite, CAPWAP IPv4/IPv6 c6 thé dugc
offload; guide néu r& NP6/NP6xlite khong hd tro CAPWAP offloading cho tredng hop nay.

Toi da 16 VAP trén FortiAP G/K-series

Céac model FortiAP G-series va K-series duoc hd tro cé thé dat t6i da 16 Virtual AP. Bay la thay déi httu ich khi can
tach nhieéu SSID/role, nhung s6 SSID thuc té van nén t6i wu dé tranh tang beacon overhead va lam giam hiéu qua
phd tan.

Cac cai tién wireless dang chu y khac

Gi tri

Cai thién d6 6n dinh session, dac biét trong moi truong

CAPWAP NAT/cloud

Giam gian doan quan ly AP

H6 tro offload Iwu Ivgng IPsec tir FortiAP trén nén tang phi

IPsec offload Giam tai xt ly

hop
VLAN Két hgp DVLAN tlr RADIUS véi VLAN pooling Phan doan ngu&i dung linh hoat
802.1X SSID RADIUS authentication survivability Diiaqees g enoniciieiay

RADIUS 16i
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07 e WI-FI 7 MLO

GUI support cho FortiAP K-series

Multi-Link Operation (MLO) thudc IEEE 802.11be, cho phép thiét bi str dung déng th&i nhiéu bang tan nhw 2,4 GHz, 5
GHz va 6 GHz nham t&ng thong luong, gidm do tré va tang do tin cay. FortiOS 8.0 b6 sung hd tro cdu hinh MLO
trong GUI; CLI support da xuat hién tlr 7.6.5.

ortiAP Model 2.4 GHz radio 5 GHz radio 6 GHz radio
*AP-231K + v V

*AP-23JK v v v
*AP-241K v v +
“AP-243K v v v
“AP-441K* N/A v +
FAP-443K* N/A v +

Hinh 6. Céc radio hé tror MLO trén nhitng model FortiAP K-series duwoc guide liét ké.
Diéu kién thiét ké
e DOGi chiéu ding model FortiAP, firmware va capability cla client.

e  Security mode phai twong thich: WPA3-SAE, WPA3-Enterprise, WPA3-only-Enterprise hoac OWE theo guide.
e Khdng coi Wi-Fi 7/MLO la mac dinh can thiét cho moi dy &n; wu tién bai toAn méat do, latency va vong doi thiét bi.

KHUYEN NGHI V@i doanh nghiép vira va nhé, chi dwa MLO vao BOM khi client roadmap va nhu cau hiéu nang
ARBOLUME chirng minh dwoc gia tri. Khéng téng chi phi chi dé c6 nhan Wi-Fi 7.
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08 e FORTIAIOPS VA DARRP

Al hé tro t6i wu radio - khéng thay controller

Khi FortiGate dwoc quan ly b&i FortiAlOps va bat darrp cling ai-darrp-support, FortiAlOps ¢6 thé thu thap dir liéu
radio/channel qua REST API, chay thuat toan DARRP va kich hoat thay d6i channel tir xa. FortiGate van la wireless
controller va gitr nglr cdnh quan tri FortiAP.

Thanh phan Vai tro

FortiAP Cung cap di lieu radio, channel va thwc thi cdu hinh RF
FortiGate Controller, policy va diém trao doi dv liéu quan tri
FortiAlOps Phan tich, chay DARRP va dua ra/ap dung dé xuat channel

FortiAlOps la thanh phan bo sung. Can xac nhan subscription, quyén truy cap cloud, di¥ liéu dwoc
gwri di va quy trinh phé duyét thay ddi RF trudc khi dua vao thiét ké.
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09 e SECURE SD-WAN TRONG FORTIOS 8.0

Steering theo bang thong kha dung cta underlay

FortiOS 8.0 b6 sung cac hash mode inbandwidth, outbandwidth va bibandwidth dé phan phéi phién dwa trén bang
théng kha dung. V&i bandwidth-type dat la underlay, quyét dinh steering c6 thé phan anh tinh trang duwong truyén vat
ly bén dwdi overlay thay vi chi nhin tirng tunnel doc lap.

Hash mode Cach lwa chon

inbandwidth Uu tién interface con nhiéu bang théng kha dung cho chiéu vao
outbandwidth Uu tién interface con nhiéu bang théng kha dung cho chiéu ra
bibandwidth Danh gia dong thoi bang théng kha dung hai chiéu
source-ip | source-dest-ip Gitr tinh 6n dinh clia phién dwa trén treong IP

Underlay —

Overlay —

Hub-1 f—— |14
port1|" /| port2

M ,g? H1_T22

port1 | port2
Spoke-1f————|||-

P
Client

Hinh 7. Nhiéu overlay cting s dung hai underlay vat ly trong vi du cta Fortinet.
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10 e CAC CAI TIEN SD-WAN KHAC

Tinh ning Y nghia van hanh

ToS-based duplication Dung ToS dé chon traffic cAn nhan ban Ap dung duplication ¢6 chon loc

Dirng duplication khi vuot nguéng

Bandwidth threshold
overlay/underlay

Tranh lam nghén dwong truyén
SLA theo volume Panh gia link dua trén lwong traffic quan sat BG sung goc nhin ngoai latencyljitter/loss

Packet duplication Nhan ban g6i trén nhiéu dwong phu hop UL eI IS C

trong
FEC B6 sung gdi stra 16i cho ludng nhay cam Giam tac dong clia packet loss
Overlay/underlay visibility Lam r6 quan hé tunnel va duong vat ly Chan doan sy ¢d nhanh hon
SLA/health-check Theo déi chat lwgng duong truyén lién tuc Steering duwa trén trang thai thuc té

Cach Arbolume danh gia

Khéng nén bt dong loat moi co’ ché. Duplication va FEC c6 thé tang overhead; steering theo bandwidth can sé liéu
bang thong chinh xac; SLA can ngu&ng phu hop tirng (’ng dung. Thiét ké nén xuat phat ttr nhom traffic, mdc do
guan trong va chi phi dwdng truyén.

Mbi SD-WAN rule phai tra 1o dwoc ba cau héi: bao vé (rng dung nao, dwa trén SLA nao va hanh vi
khi c& hai dwdng déu suy gidm la gi?

NGUYEN TAC
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11 ¢ MA TRAN DIEM MO VA GIA TR

Lé,p Diém mé,ildu’o’c mo rong trong 80

Quan tri Managed FortiSwitch GUI va topology r6 hon Giam thao tac, tang visibility

Quy md Tang gi¢i han switch trén mot sé FortiGate M@ rong deployment

Access LAN PoE, EEE, trusted host, switching GUI Diéu khién sau hon theo cong
. Ga&n quyeén truy cap v&i danh

Identity/NAC NAC + 802.1X trong GUI tinh

Wireless IPv6 management, 16 VAP, CAPWAP, VLAN/RADIUS x\(’y"nAN linh hoat va bén ving

Wi-Fi 7 GUI support cho MLO E(r;? thac FortiAP K-series dé

AlOps FortiAlOps diéu phoi DARRP tlr xa T6i wu RF dya trén dir liéu

WAN Bandwidth-aware steering va overlay/underlay enhancements T6i wu da duong truyén

Thong diép sir dung trong tw van

FortiOS 8.0 m& réng mo hinh Secure Networking hop nhat tir viéc quan trj tap trung sang kha
PE XUAT nang kiém soat va t6i wu sau hon trén LAN, WLAN va WAN. Gia tri cudi cung phu thudc vao thiét
ké policy, model va diéu kién van hanh thuc té.
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12 o LO TRINH DANH GIA VA PILOT

Giai doan Viéc can lam Paura

Model/firmware, topology, switch/AP, WAN, identity va trng

1. Khao sat dung So do hién trang + gap list

2. Poi chiéu Kiém tra compatibility matrix, release notes va license Danh sach tinh nang kha dung
3. Thiét ké pilot Chon site, SSID/VLAN, nhém ngui dung va hai dwong WAN Test plan + rollback plan

4. Kiém tho NAC/802.1X, failover, SLA, RF, visibility va log Bién ban két qua

5. M& rong Chuén hoa template, backup va giam sat K& hoach rollout

Checklist trwéc khi chot thiét ké

e  FortiGate model va gi¢i han managed switch/AP da duoc xac nhan?
e FortiSwitch/FortiAP model va firmware c6 nam trong ma tran ho tro?
e RADIUS/identity source da tra dung attribute cho NAC/802.1X?

*  Muc tiéu clia trng SSID/VLAN va sé VAP cé hop ly?

e SLA WAN phéan anh yéu cau thyc cda trng dung?

e Da c6 backup, rollback, lich bao tri va tiéu chi nghiém thu?
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13 o GIGI HAN VA NGUON THAM KHAO

Gidi han can néu ré

e Khong phai moi tinh nang co trén moi model hodc moi td hop firmware.

e Gi@i han switch/AP, hiéu nang security va throughput phai déi chi€u datasheet/model matrix.
e M06t s6 nang luc can FortiAlOps, RADIUS, subscription ho&c hé théng nhan dang bd sung.

e Anh giao dién trong tai liéu Ia trich doan minh hoa tir Fortinet; menu cé thé thay déi theo build.
e  Tailiéu nay khdng thay thé Solution Design, BOM, SOW hodac xac nhan chinh thirc ctia hang.

Nguon tham khao chinh

Pham vis® dung

FortiOS 8.0.0 New Features Guide GUI, SD-WAN, LAN Edge Wireless va Switch Controller
Trang 18-20 Improve switch management

Trang 151-224 SD-WAN overlay/underlay va Performance SLA

Trang 453-508 LAN Edge - Wireless

Trang 509-530 LAN Edge - Switch Controller

Budc ti€p theo dé xuat

e T0 chtrc workshop k¥ thuat 60-90 phut dé chét topology va use case wu tién.
e Lap bang model/firmware/license cho thiét bi hién cé va thiét bi dw kién.
e Thuc hién pilot nho truwéc khi chuén hoa cdu hinh cho toan hé théng.

H0 tro ra soat hién trang, xac dinh pham vi pilot, d6i chiéu tinh nang va xay dung 10 trinh trién khai

ARBOLUME phu hop vé&i ngudn Iwc doi IT.
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