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01 TOM TAT PIEU HANH

Fortinet Universal ZTNA la gi?

Fortinet Universal ZTNA la mo hinh truy cdp ing dung dya trén danh tinh nguoi dung, danh tinh
thiét bi va trang thai bao mat ciia endpoint. Két néi dugc thiét 1ap qua tunnel ma hoéa ty dong va
c6 thé duoc danh gia lai gan thoi gian thuc trong sudt phién truy cap.

Gia tri d6i v&i doanh nghiép

Cach tiép can Universal ZTNA Két qua ky vong
VPN cép quyén qua R N . . Gidm bé mat tan cong va han ché di
. Phéan doan truy cap theo tirng itng dung .
rong chuyén ngang
Thiét bi ngoai van R Tt g e aea L A
. . i . . Chi thiét bi dap tng diéu kién mdai duoc
phong kho kiém Posture check lién tuc tir FortiClient . A
, duy tri truy cap
soat
Chinh sach ndi bo ~
R o Mot chinh sach cho nguoi dung tai cho va t .. i e . . ,
va tir xa khong <a Trai nghiém va kiém soat nhat quan
doéng nhat
Nhiéu agent va FortiClient lam unified agent, EMS quan tri = R . R R .
R Gidm phan manh coéng cu trén endpoint
console tap trung

Pham vi tai liéu Téap trung vao FortiClient
ZTNA Agent, FortiClient EMS va FortiGate
ZTNA Application Gateway. Cac module
EPP/ATP, CASB va SASE chi dugc dé cap &
muc lién quan.

DP6i twong doc

e Lanh dao can hiéu gia tri, pham vi dau tv va 19 trinh chuyén dai.
e DOiIT/ATTT can nam kién truc, diéu kién ki thuat, van hanh va gidi han.
e DPon vitwvan can cd checklist khdo sat ban dau trudce khi chon license va mo hinh trién khai.
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02 « BOI CANH

Vi sao VPN truyén thong chua du?

VPN van hitu ich cho nhiéu tinh huéng, nhung thwong tao két néi ¢ 16p mang. Néu quyén truy cap
qué rong hodc trang thai thiét bi khong dugc danh gid lién tuc, mot tai khoan hay endpoint bi xam

nhap c6 thé mé rong pham vi &nh huwdng.

Tiéu chi

VPN truyén thong

Fortinet Universal ZTNA

boi twgng cap quyén

Mang hodc subnet

Ung dung cu thé

Quyét dinh truy cap

Cht yéu tai thoi diém két noi

Theo phién va c6 thé danh gid lai lién tuc

Ngit cAnh

Danh tinh nguti dung

Nguwoi dung + thiét bi + posture + certificate

Vi tri nguoi dung

Thuong tdch ndi b va tir xa

Chinh sach nhat quan, khong phu thudc vi tri

Bé mat 16 ra

C6 thé thay ving mang sau tunnel

Ung dung dugc an sau ZTNA Application
Gateway

Nguyén tac cot 16i

e Khong mac dinh tin cdy vi nguoi dung dang & mang noi bo.
e Cdp quyeén t6i thiéu theo tirng &ng dung va vai tro.
e X&ac minh danh tinh va trang théi thiét bi trwdc moi phién.

e Duy tri khad nidng danh gia lai va thu h6i quyén khi posture thay doi.

Lwu y kién triic ZTNA khoéng dong nghia vai
loai b VPN ngay lap tic. Fortinet ho trg 16
trinh ZTNA over VPN trudc khi chuyén sang
Full ZTNA.
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03 ¢ KIEN TRUC

Ba thanh phan chinh

FortiGate ZTNA

Ngwoi dung /

. - FortiClient + EMS -
Endpoint

Gateway

Telemetry, danh tinh va certificate — chinh sdch posture — truy cdp ttng dung

1. FortiClient - ZTNA Agent

Agent trén endpoint thyc hién steering két noi, thu thap telemetry, cung cap danh tinh/certificate
va gii trang thai bdo méat dé phuc vu quyét dinh truy cap. FortiClient cling cé thé cung cap VPN,
web filtering, vulnerability assessment va EPP/ATP tuy license.

2. FortiClient EMS

EMS qudn tri tp trung FortiClient, trién khai agent, déng bé nhom, xay dung Zero Trust tagging
rules, cp phat cdu hinh va thyc hién remote action. C6 lwa chon EMS tai ch6 hodc FortiClient
Cloud theo yéu cau doanh nghiép.

3. FortiGate ZTNA Application Gateway

FortiGate nhan dién nguoi dung va posture tir hé thong FortiClient/EMS, 4p dung policy theo tng
dung, xac thyce theo tirng phién va tao cong truy cap tdi ing dung noi bg. Theo Ordering Guide,
moi nén tang FortiGate chay FortiOS 7.0 trd 1én déu ho trg ZTNA Gateway.

Khong can license ZTNA riéng trén
FortiGate Theo Fortinet Ordering Guide,
khéach hang mua license FortiClient ZTNA;
khong can mua thém license ZTNA chuyén
biét cho FortiGate lam gateway.
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04 + LUONG TRUY CAP

Mot phién ZTNA duwgc quyét dinh nhu thé nao?

1. M& @ng 4. Duy tri

- 2. Xac minh - .
truy cap

Danh tinh — posture — policy theo tng dung — continuous re-assessment

Hoat dong Piém kiém soat
01 Nguoi dung mé tng dung da dugc cdu hinh FortiClient tw dong steering luu lugng
FortiClient cung cap identity, certificate va . I . .
02 EMS/FortiGate doi chiéu tag va policy
posture
03 FortiGate xac thuc ngudi dung va thiét bi C6 thé b6 sung SSO, SAML va MFA
04 Tao tunnel ma héa dén dung ung dung Khong cap quyén truy cap toan bé mang
. Thay d6i posture c6 thé lam thay d6i quyén tru
05 Theo doi posture gan thoi gian thuc J = v e v

cap

Tich hop logging/reporting theo kién truc da

06 Ghi nhan sy kién va bdo cdo
chon

Vi du posture check

e Thiét bi thudc dung nhém va c6 certificate hop 1é.

e Phién ban hé diéu hanh hodc phan mém dap &ng ngudng quy dinh.

e Khong phat hién 16 hong nghiém trong chua x ly.

e Endpoint security dang hoat dong va khong bi ddnh ddu compromise.
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05 « NANG LUC

Cac kha nang néi bat

Nhom nang lwe

Kha nang chinh

Ghi chu trién khai

Secure
application access

Transparent ZTNA, TCP/UDP forwarding, MFA,
SSO/SAML

Policy theo &wng dung va tirng phién

Endpoint posture

Telemetry, certificate, tagging, continuous
monitoring

Dung lam diéu kién cdp hodc duy tri
quyén

Vulnerability assessment, remediation, software

IT hygiene . Software inventory thuoc EPP/ATP
inventory
Endpoint Al-powered NGAV, anti-malware, anti-exploit, R o .
P . P . P Phu thudc EPP/ATP va hé diéu hanh
protection ransomware protection

SaaS$ security

Inline CASB va API-based FortiCASB

Entitlement di kém license theo tai
liéu Fortinet

Central
management

EMS/Cloud, deployment, policy, quarantine,
reporting

Central logging yéu cau FortiAnalyzer

H6 tro nén tang - di€ém can lvu y

¢ Windows, macOS va Linux c6 pham vi ZTNA/VPN va posture rong nhat.

e ZTNA web application trén i0OS/Android can FortiClient/EMS 7.2.2 trd 1én va tich hgp MDM.
e Ransomware protection chi dugec tai liéu Fortinet ghi nhan trén Windows.

e FortiClient Linux khong hé trg Sandbox integration.
¢ Tinh nang cu thé phai dugc doi chiéu vdi phién ban FortiClient/EMS va license tai thoi diém bao

gia.
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06 « LICENSE

Chon phuong an theo nhu cau

Phwong an Phu hop khi Bao gom noi bat

Trong tam la secure access, posture ZTNA, VPN, MFA, EMS, vulnerability
ZTNA / VPN Agent . PR .

va chuyén doi tt VPN management, web filtering, CASB

Mudn hop nhat secure access va bao Toan bd ZTNA/VPN + NGAV, anti-malware,
EPP / ATP Agent R . ;

vé endpoint ransomware, media control, sandbox
Managed ZTNA / Doi IT can gidm tai onboarding va Provisioning, onboarding, Security Fabric
FortiClient theo doi integration, vulnerability monitoring

Cloud hay on-premise?

Mo hinh EMS Uu diém Piéu can danh gia
FortiClient Cloud Trién khai nhanh, gidm ha tang quan tri Két noi cloud, lwu trit va chinh sdch ndi bo
Kiém sodt tai chd, phtt hgp ving mang May chu, backup, nang cdp va van hanh hé

EMS on-premise . «
han ché thong

Quy tac chon license Néu doanh nghiép can
ca Endpoint Protection va ZTNA, FortiClient
EPP/ATP da bao gom quyén ZTNA. Khong nén
mua chong quyén khi chwa déi chiéu
contract va SKU.
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07 « LO TRINH

Chuyén ddi theo bén giai doan

Giai doan Muc tiéu Piu ra bat buoc
Ung dung, nguoi dung, thiét b,
1. Khdo sat FortiGate/FortiOS, identity va luéng Danh muc &ng dung + ma tran user/device/posture
mang
2. ZTNA over Ap dung posture tag trén ha tang VPN Nhom pilot, policy kiém thit va phuong én
VPN hién cé rollback
3. Full ZTNA Pua mot s6 wng dung qua ZTNA . R 2 A -
. L Két qua UAT, log truy cap, trai nghiém va ngoai 1&
pilot Application Gateway
4. Md& rong & Mé rong ng dung, tw dong hda va bao o . o .
i , Runbook van hanh, KPI va lich ra soat policy
6i wu cao

Tiéu chi nghiém thu pilot

e Nguoi dung dung vai tro truy cap dung wng dung; nguoi dung ngoai pham vi bi tr chéi.
e Thiét bi khong dat posture bi chdn hodc dwa vao luong remediation.

e MFA/SSO hoat déng dung véi nhom da chon.
e Ung dung hoat dong 6n dinh qua tunnel ma héa va khong mé rong quyén ngoai thiét ké.

e Logdu dé diéu tra sy kién truy cap va xac dinh nguyén nhan tir chai.

e Co6rollback plan va hudng dan ho trg nguoi dung.
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08 « KHAO SAT KY THUAT

Checklist truwdc khi thiét ké

Nhom thong tin  Cau hédi can xac nhan

Endpoint S0 lwgng Windows/macOS/Linux/mobile; thiét bi quan 1y hay BYOD; MDM hién c6?

U’ng dung Web/TCP/UDP; on-premise/cloud; DNS, certificate, port, dependency va mitc d quan
trong?

Danh tinh AD/Entra ID/IdP; SSO, SAML, MFA; nhom va vai tro truy cap?

FortiGate Model, FortiOS, HA, interface, SSL inspection va tai hién tai?

EMS Cloud hay on-premise; AD/Entra sync; phan nhém; quyén quan tri va backup?

Posture Diéu kién t&i thiéu; mirc do 16 hong; anti-malware; OS version; ngoai 1&?

Van hanh Ai duyét policy, x 1y tir ch6i, quarantine, sy ¢6 va thay doéi ing dung?

Tuén thu Yéu cau luu log, ving dit liéu, retention, phan quyén va kiém toan?

Piém dirng thiét ké Chua ch6t danh muc
ung dung, identity source va tiéu chi posture
thi chua nén ch6t SKU hoac cam két pham vi
trién khai.
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09 » GIGT HAN & NGUON

Diéu kién ap dung va tai liéu tham khao

Gidi han can néu ré

o

ZTNA khong tu thay thé toan bd NAC, EDR, SIEM hoac DLP; pham vi phu thudc license va kién truic

tich hop.

Hiéu nang thuc té phu thudc model FortiGate, loai i'ng dung, SSL inspection, tai dong thoi va diéu

kién mang.

Khong phai moi tinh ndng déu c6 trén moi hé diéu hanh.
MFA, SSO, certificate, MDM va identity source c6 thé can cau hinh hoéc license riéng.
Managed FortiClient 1a dich vu tuy chon cda Fortinet; cAn xac nhan khd nang cung cap va diéu kién

thuong mai tai Viét Nam.

Tai liéu nay la tai liéu gid¢i thiéu ky thuat, khong thay thé Solution Design, BOM, SOW hodc xac

nhan chinh thite ctia hang.

Nguon tham khao chinh

Tai liéu

FortiClient Data Sheet - The Fortinet
Unified Agent

Phién ban / thoi
diém

11/2025

Pham vi s dung

Tinh nang, bundle, platform support, EMS va
dich vu

Universal ZTNA Ordering Guide

01/2026; tai liéu cap
nhat 02/2026

Kién truc, thanh phan, license, FortiGate
gateway va FAQ

FortiClient ZTNA & Endpoint
Protection

Tai liéu tham khao
do nguwoi dung cung
cap

BOi canh giai phap va thuat ngit tiéng Viét;
khong dung s liéu cli lam cén ¢ chinh

FortiOS 8.0.0 New Features Guide — Zero
Trust Network Access

8.0.0/2026

Cau trdc ZTNA méi, Service Connector va posture
tag dual-stack IPv4/IPv6

Budc tiép theo dé xuat

T6 chirc workshop 60-90 phut dé chét tng dung pilot va nhém nguoi dung.
Kiém tra model/FortiOS, identity source va yéu cau EMS.

Lap ma tran posture va policy theo ng dung.
Doi chiéu license/SKU hién hanh véi Fortinet hodc nha phan phoi trudc bdo gia.

Arbolume Ho6 trg xac dinh pham vi, d6i
chiéu license, xay dyng 16 trinh pilot va phoi
hop nguon luc trién khai theo pham vi dugc
thong nhat.
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10 e CAP NHAT FORTIOS 8.0

Cac thay d6i truc ti€p déi vai Zero Trust Network Access

FortiOS 8.0 tai cau tric cac déi twong ZTNA dé linh hoat hon khi ghép c6ng, may chu, portal va policy; déng thi bé
sung mo hinh Service Connector va m@ rong posture tag cho moi triedng dual-stack. Cac thay d6i dwéi day thude
muc Zero Trust Network Access cUa Fortinet, khdng phai nhém tinh nang LAN Edge.

Nhom cap nhat

Pon gian héa cau hinh

ZTNA Service Connector

Posture tag dual-stack

Thay d6i trong FortiOS 8.0

Tach access-proxy thanh ZTNA
traffic-forwarding proxy, web
proxy va web portal; b& sung
ztna.destination; policy tham
chiéu truc ti€p destination. GUI
c6 trang Ports m@&i, cho phép mot
ZTNA Port dung chung cho nhiéu
server va hd tro web portal
agentless.

FortiGate c6 thé tao két ndi diéu
khién bén virng t&éi ZTNA Edge
(FortiPAM, FortiProxy hoac
FortiGate), nhan yéu cau qua
control tunnel va proxy t&¢i may
chu duoc bao vé.

Cho phép ap dung security
posture tag/group IPVv6 ttr
FortiClient EMS trong chinh sach
ZTNA dual-stack IPv4/IPv6; bé
sung address6 subtype ems-tag
va tham so ztna-ems-tag6.

Tac dong téi thiét ké Arbolume dé xuat

Gia tri trién khai

Giam phu thudc gitra cac object,
tai str dung cau hinh t6t hon va
tach rd web access, traffic
forwarding, portal.

Khong can cong khai truc ti€p
access proxy/service cla
FortiGate ndi bd; phu hop mo
hinh edge—connector va phan
tach viing mang.

Duy tri quyét dinh truy cap dwa
trén posture khi trng dung va
endpoint st dung IPv6 hodc moi
trierng chuyén déi dual-stack.

Piéu kién / lwu y

Khi nang cap can ra mapping
object/policy. Host la trirong bat
budc cho web proxy va traffic-
forwarding server trong GUI.

ZTNA Edge thuc hién kiém tra va
cudng ché policy; két noi
connector dung chirng thu va
mTLS.

Yéu cau FortiClient va FortiClient
EMS 7.4.5 hoac 8.0.0 tré 1én.

Du &n m@i nén chuén héa object theo cau tric FortiOS 8.0; dw an nang cép can lap bang d6i chiéu access-proxy, destination
va policy trwée khi chuyén doi.
Chon Service Connector khi FortiGate bao vé& (rng dung ndm sau trong mang va td chirc khdng muén ngudi dung két néi truc
ti€p téi FortiGate do tir Internet.
NEu c6 IPv6, b6 sung ca kiém thir posture tag IPv6 vao UAT; xac nhan dong thoi phién ban FortiClient va EMS trwdc khi bat

policy dual-stack.

Cac thay d6i nay khong lam mét yéu cau nén tang: danh tinh, certificate, posture, MFA/SSO va nguyén tac cap quyén tdi

thi€u theo ng dung.

Ngubn: Fortinet, FortiOS 8.0.0 New Features Guide — Zero Trust Network Access (truy cap 06/09/2026).

Fortinet Universal ZTNA « v1.1 * 06/09/2026 | 11



	Fortinet Universal ZTNA là gì?
	Giá trị đối với doanh nghiệp
	Đối tượng đọc

	Vì sao VPN truyền thống chưa đủ?
	Nguyên tắc cốt lõi

	Ba thành phần chính
	1. FortiClient - ZTNA Agent
	2. FortiClient EMS
	3. FortiGate ZTNA Application Gateway

	Một phiên ZTNA được quyết định như thế nào?
	Ví dụ posture check

	Các khả năng nổi bật
	Hỗ trợ nền tảng - điểm cần lưu ý

	Chọn phương án theo nhu cầu
	Cloud hay on-premise?

	Chuyển đổi theo bốn giai đoạn
	Tiêu chí nghiệm thu pilot

	Checklist trước khi thiết kế
	Điều kiện áp dụng và tài liệu tham khảo
	Giới hạn cần nêu rõ
	Nguồn tham khảo chính
	Bước tiếp theo đề xuất

	10 • CẬP NHẬT FORTIOS 8.0
	Các thay đổi trực tiếp đối với Zero Trust Network Access
	Tác động tới thiết kế Arbolume đề xuất


